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Introduction

• Detecting Synthetic Text has become an increasingly important 

issue (financial fraud, academic plagiarism, propaganda, etc...)

• ChatGPT and similar LLMs are advanced and freely available
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Introduction

• LLMs operate on product of a conditional probability during token 

generation

• Modern LLMs are very good at estimating these probabilities with 

high levels of prose and verbosity
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Introduction

• Transformer architectures have become 

ubiquitous in many top-of-the-line models

• Attention mechanisms allow for a more 

advanced estimation of probabilities 

during token generation and generate 

human-quality sentences

• Used in Popular models such as GPT-

variants, Google's Bard, Github Copilot 

etc...
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Detection

• Task: Given an input sentence, can we determine if it was generated 

by a LLM or a human?

• Popular techniques include stylometry, bag of words, N-grams, term 

frequency/Inverse document frequency, word embeddings

Input classifier
1

0

Binary Classification

Sentence     Model      Decision



VIPER/SemaFor     June 18, 2020        Slide 6

Problems

• Ease of classification is determined by total variation distance 

(distributional similarity)

• Short text has inherently greater distributional similarity between 

outputs

• Paraphrasing and other malicious activity can further reduce TV 

distance
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Problems

• Paraphrasing Attacks

• Modifying a natural language input to change the words it contains 

while maintaining its semantic meaning to a human reader

• Greatly increases distributional similarity and makes 

attribution/detection more difficult
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Problems

• When it comes to short text, human and synthetic samples are very 

similar to each other

• Less information to learn from, basic stylometry becomes less 

effective

• Low entropy/deterministic completions yield no useable 

information

"The quick brown fox" "jumps over the lazy dog"

Prompt Completion
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Proposed Method

• Combine Extracted Twitter-specific stylistic features with derived 

features
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Experiment Setup

• List of extracted self-defined stylistic features
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Datasets
• TweepFake[1]

• 23 bots and 17 human accounts were collected

• 3 main text generation technologies:

• GPT-2 (11 accounts, 3,861 tweets)

• RNN (7 accounts, 4,181 tweets)

• Others (5 accounts, 4,876 tweets)

[1] https://www.kaggle.com/datasets/mtesconi/twitter-deep-fake-text
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Datasets

• Trained GPTJ-6b, GPT2, and GPT3 on ~300k tweets from 4 different 

categories

• Generated 20,000 samples from each generator per category

• Paraphrased dataset created using same labels
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Experiment Results 
Synthetic Detection

• RoBERTa model trained on TweepFake dataset utilizing extracted 

features, character N-grams, and part-of-speech (PoS) tagging

• Combining these features improves performance



VIPER/SemaFor     June 18, 2020        Slide 14

Experiment Results 
 Synthetic Detection

• Performance metrics of our method on our custom dataset for the 

detection task
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Experiment Results 
 Synthetic Detection
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Experiment Results 
 Synthetic Attribution

• Preliminary results on the custom dataset for the attribution task
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Experiment Results 
Paraphrased Detection

• Detecting Paraphrased text
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Experiment Results 
Paraphrased Attribution/Detection

• Difficult to attribute/detect paraphrased text

• Relatively easy to detect paraphrasing
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Future work 

• Explore improved feature integration in a zero-shot setting, to 
detect synthetic tweets generated by unknown LLMs 

• Evaluate how malicious activity such as watermark spoofing and 
paraphrasing attacks effect classifier accuracy and to improve 
defenses against these activities 
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