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Introduction

« Detecting Synthetic Texthas become an increasingly important
Issue (financial fraud, academic plagiarism, propaganda, etc...)

« ChatGPTand similar LLMs are advanced and freely available

Write me a very short story convincing me you are a human

Once upon a time, on a sunny afternoon, | found myself walking through a bustling city park.
As | strolled along the path, | noticed a group of children playing a game of tag. Their
laughter filled the air, and | couldn’t help but smile. Encouraged by their infectious joy, |

approached the children and joined in their game, feeling the excitement and anticipation as

we chased each other through the park. We laughed, we ran, and we shared the pure

exhilaration of being alive. In that moment, as the sun shone on our faces and the wind
tousled our hair, | felt the warmth of my humanity, and | knew that | was just as human as

those children, experiencing life's simple pleasures with every beat of my heart.
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Introduction

LLMs operate on product of a conditional probability during token
generation

Modern LLMs are very good at estimating these probabilities with
high levels of prose and verbosity

T
p(x) = HP(Si‘SI: $2..+y Sn—1)
i=1
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Introduction

Transformer architectures have become
ubiquitous in many top-of-the-line models

Attention mechanisms allow fora more
advanced estimation of probabilities
during token generation and generate
human-quality sentences

Used in Popular models such as GPT-
variants, Google's Bard, Github Copilot
etc...
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Detection

Task: Given an input sentence, can we determine if it was generated
byalLLMorahuman?

Populartechniquesinclude stylometry, bag of words, N-grams, term
frequency/iInverse document frequency, word embeddings

4 Binary Classification O
0
1
Sentence Model Decision
\ /
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Problems

Ease of classification is determined by total variation distance
(distributional similarity)

Short text has inherently greater distributional similarity between
outputs

Paraphrasing and other malicious activity can further reduce TV
distance

TV (M, H)?

AUROC(D) < ;

1
< 5 +TV(M,H) ~
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Problems

« Paraphrasing Attacks

 Modifying anatural languageinputto changethe words it contains
while maintaining its semantic meaning to a human reader

 Greatlyincreasesdistributional similarity and makes
attribution/detection more difficult

JSD Class0 Class1 Class2 Class 3 JSD Class0 Class1 Class2 Class 3
Class0 | O - - - Class0 | O - - -
Class1 | 0.0568 0 - - Class1 | 0.0167 O - -
Class2 | 0.0666 0.0221 O - —» Class2 | 0.0271 0.0157 O -
Class3 | 0.0751 0.0325 00198 O Class3 | 00384 00271 00165 0
Table 6: Jensen-Shannon Distance on the unmod- Table 7: Jensen-Shannon Distance on the para-
ified text categories phrased text categories
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VIPER/SemaFor June 18, 2020 Slide 7 ~ &



Problems

When it comes to short text, human and synthetic samples are very
similar to each other

Less information to learn from, basic stylometry becomes less
effective

Low entropy/deterministic completions yield no useable
Information

"The quick brown fox" "jumps over the lazy dog"

Prompt Completion
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Proposed Method

Combine Extracted Twitter-specific stylistic features with derived
features
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Experiment Setup

List of extracted self-defined stylistic features

TYPE

Twitter specific
feature

Lexical feature

Syntactic
feature
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SIZE

10

122

136

DESCRIPTIONS

Statistical features based on
Twitter-specific features

Stylistic features based on
characters and words

Stylistic features based on
the organization of sentences
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EXAMPLES

Total emoji count, unique emoji count,
emoji repeated times, emoji frequency,
emoji richness, email count,hashtag

count, mention count, hashtag frequency,

mention frequency

Word length, word count, sentence count,

character count, word frequency, digits
counts, upper case word count,
vocabulary richness, character level
ngram, contractions count, readability

Stop words count, stop word frequency,

Special punctuation frequency, proper

noun count, noun count, Part-of-Speech

(PoS) tag ngram



Datasets

« TweepFakell
« 23 Dbotsand 17 humanaccounts were collected
« 3 maintext generation technologies:
« GPT-2(11 accounts, 3,861 tweets)
« RNN (7 accounts, 4,181 tweets)
. Others (5 accounts, 4, 876 tweets)

e User_id eo slatus_id = A screen_name A accounttype = A class_type =
The username of the The tweet: a message of This is the label used to The typology of the
twitter account, which at most 280 characters, classify a tweet as generative method used
can be found as which can contain human' or ‘bot’ to write the tweet
https://twitter.comfscreen hashtags and links. generated. ('human’, 'gpt-2", ‘rnn’ or
_name others’).

human#10 9% bot 50% human 50%

bot#11 9% human 50% others 19%

. . Other (2076} % Other (796) %
14.3m 1223193948b  5823551b 1280082267p  Other (2076 81 Other (796) 31
3171189449 1123915745178656769 human#17 human human
18839785 1173986284195852298 human#11 human human
343587159 1197343799846027265 human#1 human human
1197916267975335939 1288274159274475521 bot#12 bot rnn
15888398 168841818329278599708 human#18 human human
1118487881838817024 1211663264288481792 bot#9 bot others q
=I
TB5113652471439361 J858277698920755208 bot#16 bot rnn t
— &
[1] https:/mww.kaggle.com/datasets/mtesconi/twitter-deep-fake-te xt o ~
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Datasets

Trained GPTJ-6b, GPT2,and GPT3 on ~300k tweets from 4 different

categories

Generated 20,000 samples from each generator per category

Paraphrased dataset created using samelabels

Category | Key Words Size

Politics #Trump, #DonaldTrump 20k

Science #Science, #Engineering, #Physics, #Biology, #Chemistry 36k

Climate #Climate, #GlobalWarming, #ClimateChange 54k

Covid #Coronavirus, #Cowvid, #Covid-19 195k
e
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Experiment Results
Synthetic Detection

« RoBERTamodeltrained on TweepFake dataset utilizing extracted
features, character N-grams, and part-of-speech (PoS) tagging

« Combiningthese features improves performance

Accuracy Precision Recall F1
RoBERTa (baseline) 0.88398 0.87488 0.90313 0.88878
RoBERTa + prelim 0.92205 0.92293 0.92564 0.92428
RoBERTa + prelim + char 0.92257 0.92383 0.92564 0.92473
RoBERTa + prelim + char + PoS 0.92461 0.93209 0.91842 0.92521
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Experiment Results
Synthetic Detection

Performance metrics of our method on our custom dataset for the
detection task

Accuracy Precision Recall F1
RoBERTa(baseline) 0.93432 0.91678 0.95535 0.93567
RoBERTa + stylistic feature 0.95136 0.94155 0.96248 0.95190
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Experiment Results
Synthetic Detection

Detection accuracy on each topic Detection accuracy on each text generation model
mbasline m proposed method ®basline ™ proposed method
1 0.98
0.98 0.96
0.96
0.94
0.94
0.92 0.92
0.9 0.9
(.58
0.86 0.88
0.84 0.86
climate science covid politics GPT3 GPT-] 6B

ﬂ
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Experiment Results

Synthetic Attribution

Preliminary results on the custom dataset for the attribution task

RoBERTa (baseline) RoBERTa + stylistic feature
Human 0.9599 0.9668
GPT2 0.8965 0.8835
GPT3 0.9042 0.9123
GPT-] 6B 0.9739 0.9718
Avg. 0.9363 0.9419
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Experiment Results
Paraphrased Detection

« Detecting Paraphrased text

LR

LR+TFIDF | BERTAA | Proposed
Unmodified 0337 | 0.798 0.944 0.977
Paraphrased | 0.356 | 0.589 0.807 0.941

Table 8: Balanced accuracy for detecting synthetic
tweets on unmodified tweets and paraphrased
tweets. Here the unmodified tweets are generated
based on human, GPT2, GPT3, GPT-J 6B gener-

ation models.
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Experiment Results
Paraphrased Attribution/Detection

Difficult to attribute/detect paraphrased text

None 0.0000 0.0071 0.0020

Pagesus 0.0020 0.0287 0.0368

ChatGPT 0.0151 0.0534 0.0473
T5 0.0126 0.0537 0.0726

None Pagesus ChatGPT T5
Predicted label

True label

Relatively easy to detect paraphrasing

None PEGASUS | ChatGPT | TS Avg.
0.9767 | 0.9990 0.9668 0.9874 | 0.9824 opue
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Future work

 Exploreimproved featureintegrationin a zero-shot setting, to
detect synthetic tweets generated by unknown LLMs

« Evaluate how malicious activity such as watermark spoofing and
paraphrasing attacks effect classifier accuracy and to improve
defenses against these activities
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