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• Large language models (LLMs) have shown increasing power in following human instructions and 
solving various NLP tasks. 

• Recent evaluations in terms of LLMs have revealed their insufficient robustness when prompted 
with instructions containing textual adversarial samples, raising concerns about their real-world 
applications.



1 Background

3A Comprehensive Capability Analysis of GPT-3 and GPT-3.5 Series Models



1 Background

4

Traditional Methods In response to textual adversarial attacks

• adversarial training
• interval bound propagatio
• randomized smoothing

DrawBacks beyond LLMs

• parameters update of models
• not access to LLMs
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Code-Style Instructions
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Adversarial Context Methods

• Recent studies have shown that ICL can be regarded as a form of implicit fine-tuning
• Additionally, introducing adversarial samples prompts the LLMs to recognize specific adversarial 

attacks, such as spelling errors and word substitutions.
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Models
• text-davinci-003
• gpt-3.5-turbo

Datasets
• AdvGLUE
• Restaurant

Metrics

• Attack Success Rate (ASR)
• Clean Accuracy
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Perplexity: Code vs NL

Utilizing the pre-trained code model with code-style 
instructions consistently results in the lowest perplexity
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Different Code-style Instructions

Code-style instructions almost always outperform 
natural language instructions with lower ASR, 
showcasing the overall superiority of code-style 
instructions
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Number of In-context Demonstrations

Completeness and balance of labels are significant 
for the task performance.
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Visualization Analysis
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In this paper, we propose RoCoIns to utilize code-style instructions instead of natural 
language instructions to enhance the robustness of closed source black-box models 
against textual adversarial attacks. 
Instructions in code style, which are more structural and less ambiguous than natural 
language instructions, provide LLMs with more precise instructions. 
Besides, we propose adversarial context method to further boost the robustness. 
Experiments show that our method consistently outperforms prompting LLMs with 
natural language instructions under the few-shot setting. We conduct further analysis 
to verify the advantages of using code-style instructions.


