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Our Katka infrastructure

— Multiple regions / datacenters / cloud providers
— dozens of Katka/ZooKeeper clusters
— PB of data on local storage

— Trillions of messages per day

— Double-digit GB/s bandwidth
— 2 (mostly) dedicated SREs







< toll

[toil/

verb

work extremely hard or incessantly.
"we toiled away"”

Similar:  work hard labour work one's fingers to the bone work like a Trojan = v
noun

exhausting physical labour.
"a life of toil"

Similar: = hard work toiling labour slaving struggle effot v




What can go wrong?

Disk full

Broker dead

Storage hotspot
Network hotspot

® Hot reassignment

e Expired SSL certificates
o 5%3

e Computers




What can be time consuming?

e Partition assignment calculation
e Investigating under-replication
e Replacing brokers

e Adjusting reassignment throttle
e Scaling up / down

e Computers

® Humans




Tooting



Getting partition assignment right

A good partition assignment enforces rack balancing and de-hotspots
e disk usage

e network throughput

® |eadership




Homogeneous partition size?
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Homogeneous partition size?

Partition size th
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Enters toplcmappr

Usage:
topicmappr |[command]

Available Commands:

help Help about any command

rebalance Rebalance partition allotments among a set of topics and brokers
rebuild Rebuild a partition map for one or more topics

version Print the version

https://github.com/datadog/katka-kit



https://github.com/datadog/kafka-kit

topicmappr rebuild

$ topicmappr rebuild --topics <regex> --brokers <csv>

e Assumes homogeneous partition size by default
e Can binpack on partition sizes and disk usage
e Possible optimizations:

o Partition spread

o Storage homogeneity

o Leadership / broker




Broker replacement

$ topicmappr rebuild --topics .* --brokers 1,3,4 --sub-affinity

Broker change summary:
Broker 2 marked for removal
New broker 4




Change replication tactor

$ topicmappr rebuild --topics test --brokers -1 --replication 2

Topics:
test

Action:
Setting replication factor to 2

Partition map changes:
test pO: [12 11 13] -> [12 11] decreased replication

test pl: [9 10 8] -> [9 10] decreased replication




topicmappr rebalance

$ topicmappr rebalance --topics <regex> --brokers <csv>

e targeted broker storage rebalancing (partial moves)

e incremental scaling
e AZ-local traffic (free $$9%)




In-place rebalancing

$ topicmappr rebalance --topics .* --brokers -1

Storage free change estimations:
range: 131.0/GB -> 27.385GB
range spread: 39.90% -> 1.92%
std. deviation: 40.07GB -> 10.11GB
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Scale up + rebalance

$ topicmappr rebalance --topics .* --brokers -1,101,102,103

Storage free change estimations:
range: 339.33GB -> 149.22GB
range spread: 19.12% -> 6.70%
std. deviation: 79.92GB -> 38.49GB
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Capacity model

e ~80-85% {disk storage, bandwidth} per broker pool
e Rebalance first, scale up with leeway

Average disk usage per map ch
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autothrottle: reassign fast enough

~. tags:name:kafka-autothrottle,cluster:mafie S v s el &

Events

[kafka-autothrottle] Broker replication throttle

removed
Replication throttle removed on the following brokers: [1003

1004 1002 1007 1005 1006]
Thu Feb 22 2018 08:26:36 GMT-0700 (MST) - Add comment - Lower
priority

[kafka-autothrottle] Topics done reassigning *
Topics done reassigning: [ ]

Thu Feb 22 2018 08:26:29 GMT-0700 (MST) - Add comment - Lower
priority

[kafka-autothrottle] Broker replication throttle set

Replication throttle of 225.00MB/s set on the following brokers:

[1004 1005 1007]

Topics currently undergoing replication: [psss g ]

Thu Feb 22 2018 08:23:28 GMT-0700 (MST) - Add comment - Lower
priority

[kafka-autothrottle] Broker replication throttle set

Replication throttle of 174.11MB/s set on the following brokers:

[1003 1004 1005 1007]

Topics currently undergoing replication: [j - |

Thu Feb 22 2018 08:22:26 GMT-0700 (MST) - Add comment - Lower
priority

[kafka-autothrottle] Broker replication throttle set
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Adjust retention, don't page

Current topic retention (% of static retention) Topic retention adjustment margin (%) Topic retention adjustment margin (%)
100.00 process_points 15.00 process_points
15+
100.00 network raw 15.00 process_network
10
100.00 process_network 15.00 network_raw
100.00 process 15.00 process >
e ng upre I
100.00 process_raw 15.00 process_raw e | | |
09:00 09:15 09:30 09:45
Static topic retention (h) Current topic retention (h) Minimum topic retention (h)
6.00 network raw 6.00 network raw 5.10 network _raw
6.00 process_raw 6.00 process 5.10 process
6.00 process 6.00 process_raw 5.10 process_raw
1.00 process_points 1.00 process_points 0.85 process_points

1.00 process_network 1.00 process_network 0.85 process_network



SSL certificates hot reloading
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SSL certificates hot reloading

Timeseries Editor X
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Select your visualization

Timeseries QueryValue HeatMap Scatter Plot Distribution ToplList Change Host Map

Graph your data © Graph Primer Share JSON | Edit

Metric w | vaultd.certificate_expiration...

from

$datacenter x $k8s_cluster x $cluster x $map x $broker x kube_container_name:ssl-certificate-renewer x |



Make everything discoverable

$ autothrottle-cli get

no throttle override 1s set

$ curl localhost:8080/api/kafka/ops/throttle
{

"throttle”: null,

"autoremove”: false



Build layered tooling

Clusters
kafka-test-1
kafka-test-2
kafka-test-3
kafka-test-4
kafka-test-4

kafka-test-6
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Monttoring



Mlonitoring

e Storage hotspot (>90%)

e Sustained elevated traftic

e Under replication by topic/cluster
e [ ong running reassignment

e Replication factor = 1

e Set write success SLI/SLO

e SSL certificate TTL




Monitoring: under-replication

— Alert by topic or even cluster
— Exports tagged partition metrics
— Automatically muted during rolling-restarts

[Triggered on {cluster:kafka-demo,datacenter.demo-dc,kafka_topic:test-topic}] [kafka] Under-replicated topic #cluster:kafka-demo ...

Check the under-replicated topic wiki page.

cluster:kafka-demo,datacenter:demo-dc,kafka_topic:test-topic: Topic: test-topic
Partition: 39 Current ISR: [1029] Expected ISR [1029, 1027] Out of sync replicas: 1027: 1.2.3.4
Partition: 38 Current ISR: [1029] Expected ISR [1029, 1027] Out of sync replicas: 1027: 1.2.3.4.

Partition: 59 Current ISR: [1047] Expected ISR [1047, 1027] Out of sync replicas: 1027: 1.2.3.4




Measure write success

Kafka SLI - Write success %
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IVleasure write success: poor man's version

— Write synthetics data to a SLI topic
— Every broker is at least leader ot a partition

— Should reflect write success



Conclusion

— Katka admin tools are not sufticient at scale
— Measure partition volume

— Measure under-replication / topic

— Partition assignment is a machine job

— Know your bottleneck (storage / bandwidth)
— Make everything discoverable

— Monitor unsafe configuration

— Set write success SLO




Thanksl!
Questions?




